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accelerating effects of the number of threads and the query condition were investigated, and a strategy for
choosing the number of threads and the query condition were proposed. STP and CryptoMiniSat were used to
2% and 11-round

HIGHT differential characteristics with a probability of 27 then the time-consuming of solving SAT/SMT

search for 8-round SPECK96 differential characteristics with probabilities of 27, 27

problems under different number of threads and query conditions were compared. It was found that the number of
threads has a great effect on the time consumption of searching for differential characteristics, while the query
condition may have little effect on the time consumption of searching for differential characteristics. Then, a
strategy on how to select the number of threads and the query condition was proposed. Furthermore, it was found
that STP can affect the overall efficiency of the search. According to the proposed strategy, the 11-round optimal
differential characteristics of HIGHT were searched by using the improved bounding conditions and improved
method. A tight bound for the probability of the 11-round optimal differential characteristics of HIGHT was
obtained for the first time, i.e. 27 . To the best of our knowledge, the existing tightest bound of the optimal
11-round HIGHT is £ c;;t 2245. This means that using the existing tightest bound of the optimal 11-round

HIGHT cannot give an accurate evaluation of the security of 11-round HIGHT against differential cryptanalysis.

%8E

Therefore, the result is the best-known result.
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Table 2 The 11-round optimal differential characteristic of HIGHT
r AX] AX? AX? AX? AX? AX? AX] AX? W,
1 0x00 0x00 0x08 0xE5 0x28 0xE9 0x80 0x00 0
2 0x00 0x00 0XE5 0xAS8 0XE9 0x80 0x00 0x00 1
3 0x00 0x00 0xA8 0x2C 0x80 0x00 0x00 0x00 8
4 0x00 0x00 0x2C 0x80 0x00 0x00 0x00 0x00 2
5 0x00 0x00 0x80 0x00 0x00 0x00 0x00 0x00 3
6 0x00 0x80 0x00 0x00 0x00 0x00 0x00 0x00 0
7 0x80 0x00 0x00 0x00 0x00 0x00 0x00 0xC3 3
8 0x00 0x00 0x00 0x00 0x00 0x72 0xC3 0x80 4
9 0x00 0x00 0x00 0x0C 0x72 0xE9 0x80 0x00 9
10 0x00 0xA3 0x0C 0xF2 0xE9 0x80 0x00 0x00 3
11 0xA3 0x00 0xF2 0x2A 0x80 0x00 0x00 0x08 7
12 0x00 0x79 0x2A 0x80 0x00 0xC2 0x08 0xA3 5
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